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[24]7 Chat

1.l ntroduciChgt|[ 24] 7

[24]7 .ai is redefining the way companies interact with consumers. Using artificial intelligence and

machine learning to understand consumer intent, [24]7.ai technology helps companies create a

personalized, predictive, and effortless customerexperience acr oss all channel s. The
and most recognizable brands are using intent-driven engagement from [24]7.ai to assist several

hundred million visitors annually, through more than 1.5 billion conversations, most of which are

automated. The result is an order of magnitude improvement in digital adoption, customer satisfaction,

and revenue growth. For more information, visit: http://www.247.ai.

[24]7 Chat provides an intelligent, interactive platform for live chat and voice assistance that focuses
on the entire end user experience. Through predictive analytics and smart routing, [24]7 Chat targets
the customers most likely to benefit from live assistance and connects them with agents best able to
service their needs. [24]7 Chat integrates with in-house and outsourced contact center infrastructure
to streamline the hand-off from self-service to live assistance.

This document covers all the features and functionalities offered by Chat.

A typical agent-assisted sales or service solution is a one-size-fits all solution that targets all visitors

usinguni form business rules and does not appreciate the
journey can engage multiple channels at different points of time, typical solutions with a channel-

boxed, rule-based approach to customer engagement covers fewer use cases with limited efficacy.

[24]7 Chat is designed as a distributed web-based application with smart client apps that make it
easier to monitor and process visitor-agent interactions while ensuring robust performance and scale.
[24]7 Chat drives systematic growth of revenue from assisted interactions on chat, voice, IVR and
social channels. It leverages analytics and optimized contact center software to make agents more
effective. [24]7 Chat employs predictive, real-time decisions, and channel-specific experience
designed to:

T Predict customer intent while they are navigating
1 Methodically identify customers most likely to benefit from live assistance and the point
at which the intervention should be made.
1 Provide agents with customer context and recommendations on how to engage all
through the interaction.
1 Empower agents with rich interaction tools and content to directly influence the
outcomes.
1 Selectively deflect visitor to a more efficient channel at the right time.

[24]7 Chat (available on web, mobile and social) drives:

1 Higher incremental sales with up to 3X higher conversion rates online
1 15% higher customer satisfaction (CSAT) and net promoter score (NPS) and first
contact resolution (FCR) compared with legacy chat platforms
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This section describes the system requirements for [24]7 Chat and includes the following sections:

1 Supported Hardware
1 Supported Software

Supported Hardware

[24]7 Chat supports the following hardware requirements:

Configuration Item | Details

Processor 3Ghz single core / 2.3 Dual Core

Hard Drive 40 GB
4GB

RAM Note: 4 GB RAM is sufficient if [24]7 Chat is the only
solution deployed on agent machine

Operating System Microsoft Windows 7 and above

Screen Resolution 1280x1024 Pixel

Network Bandwidth | 50kbps per seat

Supported Software

[24]7 Chat supports the following software requirements:

Configuration Item | Details

Browsers 1 Google Chrome 57.x and above
1 Firefox 52.x and above
1 Internet Explorer 11.x

[24]7 .ai, Inc.
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2.1

2417 Chat

The [24]7 Chat Client consists of visitor-facing user interfaces and functionality that enable a
successful end-to-end chat interaction. These include:

il

il
f

Click-to-chat visitor engagement widgets and graphics, including static and dynamic chat
buttons and contextual invitations for proactive chat experiences

An in-browser Chat Client.

Agent-pushed interactive widgets and Cards.

UX elements that enable visitor-side functions, such as saving a transcript or ending a
conversation

Customizable entry and exit surveys triggered from the main Chat user interface.

[24]7 Chat Client provides the following additional features:

]
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Persistent Chat

Mobile Chat

Interactive Cards

File Transfer

Inter-LOB/Client Transfer of Chats
Co-browse

Chat over Social Media

Forms and Surveys
Cross-channel Interaction

Device Based Time-out Settings
Bulk User Upload/Download in Admin Console
SSO and SAML Integration

Persistent Chat

The [24]7 Chat Client can be implemented as a separate pop-up browser window or embedded in the
web page where the chat was triggered. In the latter case, the chat client (and associated open
widgets) can persist even as the user navigates from one page to another in the website within the
same browser tab.

Mobile Chat

[24]7 Chat provides fully featured chat interactions formatted for optimal user experience on
smartphone and tablet screens in addition to desktop browsers.

System Requirements

Current device-browser combinations supported include Safari on iOS 5 and above, and Google
Chrome and default browsers on Android 4.0 and above.

Configuration Item Browser
Android 4.0 and above Google Chrome and default browsers
i0OS 5 Safari
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Interactive Cards

[24]7 Chat Client enables agents to interact with visitors and "push” rich, interactive, and customized
content to the visitors within their chat console. These pieces of content are called "Cards". Agents
can easily push Cards to visitors from the Chat Agent Workspace by typing a smart command or
choosing from a selection. Once a Card has been pushed, the visitor can interact with the content,
and perform specific tasks such as consume information visually, choose between various options, or
enter information.

The action that visitors perform or the information that they enter is sent back to the agent who can
then adapt to the subsequent interaction accordingly. Cards also allow for secure information
masking, so that sensitive information such as credit card details, etc. can be masked from the agent,
but still be made available to back-end systems for processing or storage.

Standard Cards that are typically deployed include:

1 Product information Cards: Displays the details of a specific product under discussion
to the visitor, or to show a side-by-side comparison between two products. Product
Information Cards are commonly used by agents to cross-sell or upsell.

1 Calendar Cards: Includes a calendar widget to allow visitors to choose the date and
time for use cases such as scheduling of appointments or visits.

1 Payment and fulfillment Cards: Allows visitors to make a payment over chat using
common payment.

File Transfer

Chat Administrators can now configure the File Transfer feature to allow the visitor to exchange files
with the agent during a chat interaction.

The File Transfer feature has the following limitations:

1 Supported file formats: .jpg, .jpeg, .png, .txt
1 Maximum file name size is 64 characters (ASCII only)

Inter -LOB/Client Transfer of C hats

The Inter-LOB feature allows the agent or lead to transfer chats across LOBs/Clients to a
particular Queue alongside the transfer of chats to another Queue within a LOB/Client.
Context Variables will be transferred to the new agent or queue to which transfer has been
initiated. This feature does not support the transfer of transcripts.

Transfer Note

An agent can enter the chat details, such as customer requirement, reason for transferring the chat,
etc., in the Transfer Note section in Chat Agent Console, before he/she transfers a chat to another
agent or to another Queue.

[24]7 .ai, Inc.
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Transfer Chat cancel |

To LOB:
Internal

To Queue:

To Agent:

Add Notes:

The agent to whom the chat is transferred can view the entire context and the Transfer Note added by
the agent/agents who handled this customer before transferring the chat,

Co-browse

The co-browsing option allows a visitor to remotely share web pages with an Agent. With explicit
permission, Agents can personally and securely guide the visitor as they navigate the website. The
visitor can opt for:

1 Co-viewing, which all ows the Agent to view the visitor
1 Co-browsing, whi ch enables the Agent to take control o

Chat over Social Media
The [24]7 Chat Agent Interaction Workspace allows agents to service chats originating from visitors

on a brands FacebookE and TwitterE pages using standa

Forms and Surveys

[24]7 Chat allows for configurable pre-chat forms and post-chat surveys to be presented to visitors.

Cross -channel Interaction

[24]7 Chat offers web and mobile-centric capabilities to consumers to supplement or extend the chat
experience, or to seamlessly cross over to a different channel to seek support. For example:

i1 Click-to-call: The capability to offer targeted visitors on the web or the mobile site with
the option to request a call back from a voice agent at a convenient time.

1 Deflection from IVR: The capability to offer qualified callers on an IVR the option to be
supported by a chat agent instead. This capability includes integration of an SMS/ email
outbound facility to enable the IVR to instantaneously provide the caller with a web link
on which to start chatting with an agent.

10
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Device Based Time -out Settings

If the visitor closes or navigates away from the browser on the desktop or on a mobile device on
which they were having a live interaction and does not come back within 90 seconds, the interaction
will not be timed-out by configuring the session time-out limit using the option, Session Timeout
Config, under Chat Admin Console.

Session Timeout Configuration provides the following features:

1 The timeout can be configured for a queue, device or a combination
1 The admin configuration provides flexibility to configure the timeout through custom rules

1 Each Custom rule can be associated with a session timeout
o Custom rules are defined as expressions using one or more context variables

Bulk User Upload/Download in Admin Console

Using the Bulk User Upload/Download feature, a [24]7 Chat administrator will be able to upload or
download a list of all the agents and the associated attributes in an excel/csv file format. The feature
saves a lot of time and effort in adding the agents in the Chat Agent Console.

SSO and SAML Integration

Security Assertion Markup Language (SAML) is an XML standard that allows secure web domains to
exchange user authentication and authorization data. Using SAML, an online service provider can
contact a separate online identity provider to authenticate users who are trying to access secure
content.

[24]7.ai offers a SAML-based Single Sign-On (SSO) service. The client can now integrate with this
service to authenticate users who can access [24]7 Chat Web Application. Using the SAML model,
[24]7.ai acts as the service provider and provides [24]7 Chat service. [24]7.ai clients act as identity
providers and control user names, passwords and other information used to identify, authenticate,
and authorize users for chat web applications that [24]7.ai hosts.

Our current SSO service supports Identity Provider (IdP) initiated SSO and is based on the SAML
v2.0 specifications. SAML v2.0 is supported by several widely known vendors.

For more information about this feature, see the SAML Single Sign-On (SSO) Service for [24]7 Chat
documentation.

[24]7 Chat offers a collaborative dashboard called Lobby, which keeps agents aligned with the team
and the business, as shown below.

11
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[24]7 Lobby provides a rich social workspace with the features described below.

Feature

Description

Message Posts

Teams use a social message stream to collaborate and interact using
posts, likes, and comments.

Announcements

Leads and Managers use announcements to push information to Agents.
For example, announcements are used in scenarios where Agents must
read and acknowledge client communications and compliance messages.
A report is created for every announcement that contains information
such as which Agents have viewed the announcement.

Polls

Leads and Managers can create and distribute polls to the team to gather
information for operational needs.

Events

Teams can schedule, track, and collaborate on internal events.

Search

Content in the dashboard is searchable across posts, polls,
announcements, and events.

Agent Stats Widget

The widget provides key Agent statistics, such as chats taken, average
handle time, and response time. These statistics are benchmarked and
compared with other Agents within the team. Leads can configure the
statistics that are displayed to Agents upon login.

The Chat Console for Agents and Leads provides relevant customer and support information at the

Agent 6s

f

ngertips.

The [24]7 Chat Consol e i

productivity widgetsd such smart commandsd that enable more effective interactions.

12
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Agent Support

The Chat Console provides Agent Support with:

Enhanced Messaging

Smart Responses

Smart Commands

Agent Status Metrics

Agent Metrics on Agent Console
Agent Lead Collaboration
Recommendations

=A =4 =4 =4 -4 -4 -4

Enhanced Messaging

The Chat Console displays a carousel view with key interaction information to ensure that Agents can
easily switch between active sessions. The optimized layout enables agents to focus on the task at
hand by reducing the clutter and simplifying the Agent experience.

Smart Responses

Smart responses are searchable, predefined response entries for common scenariosd such as
welcome or resolutiond that can be accessed in the messaging area via smart commands or browsed
in a table.

An Agent can add a Smart response by clicking on '+' icon in the top-left corner of the chat bubble.

LAUNCH CRM ESPONSE TIME : 00:00
epli to You
lead in coach mode
Hello lead

epli1 to Visitor

lead in participate mode

Hi John, Mike here from Premium Insurance.
[Add As Smart Response O select a repair shop that
Can WorKk on your car.

03:11:39 PM

@BS AAA B & B IZE
I

After the Smart responses are added, '+'  wi | | be r epl &'tbetdinthe/intemantioror ange #
panel and the Smart response widget, as shown below.

13
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LAUNCH CRM RESPONSE TIME : 00:00

epll1 to You
lead in coach mode

Hello lead

epli1 to Visitor

lead in participate mode

Hi John, Mike here from Premium Insurance.
i ed to select a repair shop that

DOK Ke 0 ne
Added Smart Response I

Smart Commands

Smart commands are typed into the send message area with a specific identifier that causes the
application to treat these text snippets as special commands. For example:

9 /r brings up a list of smart responses
T /ioSdi splays the visitorés operating system
9 /f pushes pre-defined, form-rich content to the visitor

Note: Smart Commands can be enabled or disabled through the Chat Admin Console.

Agent Status Metrics

Agents/leads will be able to see the following status-related metrics on the Chat Agent console, as
shown below.

Login Time (hh:mm) 01 hr 03 mins & John Smith is Available ~

& Available

© Busy (25%)

@ Break (5 mins)

LOGOUT o

Figure 1: Agent Status Metrics

t

or

h e

1 Logintimei Di spl ays the duration for which an agent
ABusyo + fiBreako (shown in hour smmi nutes format.
1 BusyiDi splays the duration, in % (example 25%),

state, on hovering the mouse.

14
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1 Break - Displays the duration, in minutes, the agent or lead was on break (rounded
down to minutes. For example, '5m 59s' is 5 minutes)
1 Gearicon - Clicking on it will take an agent or lead to Settings

Agent Metrics on Agent Console

Starting with [24]7 Chat Release 2.28, agents can a real-time view of some of the metrics right on the
Chat Console. Agents can choose to pin any four of the seven metrics on the Chat Console as shown
below.

INTERACTIONS INTERACTION HISTORY Select Metrics to Pin {@ 00 hr42 mins & Mary Wilson is Available =

Average Handle Time (mm:ss) | O AHT 00:00

O ALC 00:00
O ADT 00:00
O ART

O T. Chats

O I Chats

O N. Chats

Maximum 4 Metrics

Once the agents pin the metrics they will always have a real-time view of their metrics during their
shift.

Note: Agents cannot pin more than four metrics on the Chat Console.

Agent Lead Collaboration

Agents and Leads can exchange one-to-one instant messages from the Chat Console for real time
clarifications and on-floor assistance. The Chat Console shows who is online, and either the Agent or
Lead can initiate the interaction.

Recommendations

[24]7 Chat performs predictive analysis on visitor information. Customer context, journey, interaction
text, and notes are evaluated to generate the recommendations for the Agent. Recommendations
may include information relevant to customer, customer requirements, the subject of inquiry, or
conversation suggestions.

Chat Console Features

The Chat Console guides the customer and Agent experience with:

Queuing and Routing

AHT and Response Time Indicators

Audit Traild Change History

Handle Time in Chat Carousel

Configuration to Disable Copy, Save, Email Transcript on the Interaction Panel
Interaction History Search

Profanity Filters

Integrated Search Application

=4 =4 -4 -8 -4 -4 -4 -4
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1 Internationalization

Queuing and Routing

An intelligent rule management system enables smart targeting of customers based on advanced
analytical algorithms. Visitors are queued and routed based on one of the following models:

1 LRUO Least Recently Used (LRU) Agents are allocated chats.

1 Skill-Level Based Routingd for interactions that require a specific skill-level, the chat is
routed to the best available Agent.

AHT and Response Time Indicators

Strategically placed alerts |l et the agent know t

Audit Traild Change History

A new feature, Change History, has been introduced in [24]7 Chat Release 2.26, to provide the user
with more visibility and tighter control on the Admin changes. Using the Chat History feature, an
account Admin can now download the changes made to the account. Information such as the

changes made, who made the changes, and when the changes were made will be available to the
account Admin.

[24]17 CHAT LOBBY ADMIN RECO ADMIN O

User Login Id v ] DOWNLOAD CHANGE HISTORY b
Queue
skill Login Id User Id First Name Last Name E

abc@Ind

Ind-nemo-user-abc abcd xyz

Note:
1 You can select a date range only within the last 90 days

1 You can download the change history only for a maximum of seven days at a time

Handle Time in Chat Carousel

The duration next to visitor-name in Chat carousel reflects the handle time.

16
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(2417 CHAT LOBBY INTERACTIONS INTERACTION HISTORY

Visitor-2057187616-3... Visitor-2057187640-1... WRAP-UP
2 min 2 min

PROFILE

Note: Handle time= Duration of chat + Wrap-Up time.

Configuration to Disable Copy, Save, Email Transcript on the Interaction
Panel

Until the current release, the agents had the capability to save, copy, and email the chat transcripts to
the visitor. However, starting with Release 2.29, Clients now have an option to disable Copy, Save
and Email transcript on the Agent Console.

To disable Copy, Save, and Email Transcript on Chat Admin Console:

1. Login to Chat Admin Console using your Super Admin credentials.
2. On the left pane, click Account Configuration, and set the following configuration

setti ffafgsd .t 0 A
a. Allow Agents to Copy transcript
b. Allow Agents to Save transcript
c. Allow Agents to email transcript to visitor

Note:By default, the following settings are set
1 Allow Agents to email transcript to visitor
1 Allow Agents to Copy transcript
1 Allow Agents to Save transcript

The following screenshot illustrates how the Chat Console will appear when all the three, Copy, Save
and Email transcript features, are disabled on the Agent Console.

17
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[2417 CHAT LOBBY ADMIN RECO ADMIN O

Filter clear
User

Queue CONFIG DESCRIPTION CONFIG VALUE
skill | false

true

Team

true

] e

true

Smart Response

Invite Management

Monitoring Configuration | false

x true
Mailer Configuration

Message Policy Configuration ™, .. cc 1o aad/edit smart responses false

Property Configuration Invite timeout{in miliSeconds) 60000
Property Validations

Smart Commands App

Profanity Filter Configuration

Smart Commands

Password Policy Configuration

Account Configuration

Wait Time Config

Session Timeout Config

Profanity Filters

[24]7 Chat can detect the use of profane language from a customer or an Agent during a text chat
session and intervene in the conversation flow.

The profanity filter is an optional service. The business administrator can enable and configure the
filter policy and set lists of blacklisted words or phrases. When a blacklisted word/phrase match is
detected, the exception is flagged in the Chat Console Ul and reported to the Team Lead, who can
monitor the incidents.

1 For Agent-originated exceptions, the system is restrictive and will not allow the message
to be sent without re-wording.

1 For visitor-originated exceptions, the message is annotated as profane by specific
metadata. The online chat framework can use this metadata to modify the rendering of
the exception.

Integrated Search Application
[24] 7 Chat is integrated with Googlebdbs search engine
capabilities. Integration can be customized to any web-based application relevant to the program.

Internationalization

The [24]7 Chat Agent and Admin Console can now be accessed in French, Spanish, and German.
[24]7 Chat provides localization of entity names, messages, smart commands, smart responses,
profanity filters, and so forth. Labels and error messages can also be configured in one of these

| anguages based on the clientds need.

Interaction History Search

The Interaction History Search is an updated and enhanced version of History that was available in
[24]7 Chat. Beginning with Chat 2.8, this new tab allows Agents and Leads to do a search both on

18
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Interactions (Transcripts) and Context Variables in near real-time. Interaction History Search indexes
and display results for interactions and the associated context variables up to three months old.

When an interaction is wrapped up, in the next 10 seconds the interaction will be available in the new
Interaction History tab for the Agent that chatted and the Lead that is mapped to the Agent.

In addition to transcript search, there are multiple pre-defined filters based on which search can be
conducted. Also, these multiple filters can be searched in combination with other filters.
Pre-Defined Filters

Agents and Leads can search interactions based on certain pre-defined filters. These filters can be
applied to view a list of interactions and provide an in-depth view into the context variables of a single
interaction. Multiple filters can be searched at the same time.

Filter Description

Agent Select an Agent from the drop-down list (Leads only).

Interaction ID Enter an ID to search for a specific interaction.

IP Address Enter an IP address to search for a specific interactions using that
Queue Select a Queue from the drop-down list. dd

Team Select a Team from the drop-down list. (Leads only).

Transcript Search for a keyword in a transcript.

Visitor ID Enter a Visitor ID to search for a visitor.

Custom Filters

Clients can configure up to 10 filters based on custom context variables.

Monitoring

Real Time Monitoring API

[24]7 Chat Real Time Monitoring APIs provide real-time information about contact center
performance. These APIs can be used to measure contact center performance at account level, at
queue level, at skill level or even drill down to the agent level.

These APIs can also be leveraged to build new real-time dashboards, integrate with existing
dashboard solutions, or even connect to workforce management systems (WFM). The APIs are based
on the REST architecture style, which allows clients to send HTTP requests to view [24]7 Chat
operational data.

For more information, see [24]7 Chat Real Time Monitoring API Documentation.

Monitoring Tab in Chat Console
[24]7 Chat enables Team Leads to perform key monitoring tasks within the same application and
provides multiple intervention modes. Leads can perform:

A Live Monitoringd allows multiple interactions to be monitored at the same time, making
it easier for Leads to manage large teams.

A Collaborationd provides multiple collaboration and intervention modes, such as
whispering, coaching, participating, and an option to take ownership of an interaction.
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[24]7 Chat

A Agent Managementd in addition to monitoring Agents in real time, Leads can take key
actions, like managing concurrency, from the Chat Console.

The following Queue-level metrics have been added to the Dashboard in Monitoring Tab from Chat
Release 2.11:

1 Max Wait Time: Maximum wait time from amongst all the completed interactions in the
current shift.

1 Abandoned Chats AWT: Average wait time of all Abandoned Chats excluding Missed
Chats. Displayed in Dashboard.

Following Team-level metrics have been updated and/or added to Agent Management in Monitoring
Tab from Chat Release 2.11:

1 Agents Available: Currently this metric only takes into account the headcount of the
agent. Going forward, this should include the Agent Concurrency as well. (For example,
if two agents with concurrency of 2 each are available, Agents Available should be 4.)
Displayed in Agent Management.

1 Active Chats: Displayed for every agent. Shows how many chats are in progress for the
particular agent. Displayed in Agent Management.

1 Additional Capacity: Displayed for every gent. Depending on the concurrency for the
agent, show how many more chats an agent can take. Displayed in Agent Management.

9 Interactions in Last 60 mins: Show Chats Completed in the last hour (That is, current
time minus 60 minutes). Displayed in Agent Management.

1 Max Chats Possible: Max slots available for chats, calculated from Number of Agents
and the Agents' concurrency. Displayed in Agent Management.

User Experience

The Chat Console enhances the user experience by allowing the customer to:

Bulk Creation of Users

Starting with [24]7 Chat Release 2.30, the Super Admin will be able to create or update 100 Users at
a time.

Conversational Ul for Interactions

In a chat interaction, agents' messages and visitor messages will be enclosed in chat bubbles. This
helps the agents to distinguish their messages from visitor's and draw their attention to customer's

messages. Finding customer's information and queries within customer's messages becomes a lot
easier and will have a positive impact on AHT as well.
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RESPONSE TIME : 04:19

0401721191 has joined the interaction. 02:34:1

Hi John, Mike here from Premium Insurance.
Looks like you need to select a repair shop that
can work on your car.

02:35:35 PM
Visitor--1040172119-1
Yes, Mike. That's right! |
02:35:49 PM
@Bm= AAA B & S| [eun

As illustrated in the above screenshot, the agent's messages will be wrapped in gray chat bubbles
and aligned to the right. Visitor's messages will be wrapped in blue chat bubbles, aligned to the left
and indicated with a label - Visitor ID or Visitor's name if it is known.

The following screenshot shows how a Lead's message appears to the Agent when the Lead is in
Coach mode (Lead's messages will be visible only to Agent and not to Visitor). Lead's message to the
Agent will appear in dark gray chat bubbles aligned to the left with a label indicating "Lead to You".

SOURCE FB_MESSENGER RESPONSE TIME - 01:03

EEv—— . N

040172120-2 has joined the interaction. 02:43

Hi John, Mike here from Premium Insurance.
Looks like you need to select a repair shop that
can work on your car.

Visitor—1040172120-2

Yes, Mike. That's rightl

epll1 has joined the interaction. 02:44:59 PM

eplit to You

Need any help from me 77 ..
02:44:59 PM

@B AAA B a3
|

The following screenshot shows how Lead's messages will appear to the Agent when the Lead is in
the Participate mode (Lead's message will be visible to both Agent and Visitor). Lead's message to

the Agent will appear in dark gray chat bubbles aligned to the right with a label indicating "Lead to
Visitor".
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LAUNCH CRM SOURCE FB_MESSENGER RESPONSE TIME : 00:00
Hi John, Mike here from Premium Insurance.
Looks like you need to select a repair shop that
can work on your car.

Visitor--1040172120-2
Yes, Mike. That's rightl

I'm going to send you a map of our approved
repair shops in your area. Please choose one

that's most convenient to you.
02:51:42 PM

epli1 to Visitor

Lead in participate mode
02:51:54 PM
mB= AAA C] [ewo |

Timestamp

Timestamp will be shown only for each of the last messages from the Agent and the Visitor.

Note: There will be a timestamp for every message in the chat transcript in Interaction History

LAUNCH CRM SOURCE FB_MESSENGER RESPONSE TIME : 00:00

Visitor-1040172119-2 has joined the interaction. 02:54:34 PM

Hi John, Mike here from Premium Insurance.
Looks like you need to select a repair shop that
can work on your car.

Visitor--1040172119-2

Yes, Mike. That's rightl
02:54:59 PM
I'm going to send you a map of our approved
repair shops in your area. Please choose one

that's most convenient to you.
02:55:10 PM

@BSE aAA [ Jf rransrer [l eno |
[l
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Visitor Typing Indicator

An animation (three blue dots animation at the bottom of the interaction panel) indicates that the
Visitor is typing, as shown below.

LAUNCH CRM SOURCE FB_MESSENGER RESPONSE TIME : 00:00

Visitor—1040172119-2 has joined the interaction. 02:54:34 PM

Hi John, Mike here from Premium Insurance.
Looks like you need to select a repair shop that
can work on your car.

Visitor-1040172119-2

Yes, Mike. That's rightl ey
02:54:59 PM

I'm going to send you a map of our approved
repair shops in your area. Please choose one
that's most convenient to you.

02:55:10 PM

@aB= AAA B X3 £
|

o

Fixed Focus on Interaction

Agents usually scroll up and down multiple times on the interaction panel to look for key information
exchanged by the customer. Until the current release, if an agent scrolls up to look for customer's
information, an arrival of a new message from customer used to auto-scroll to the bottom disrupting
the agent's view.

With Chat Release 2.26, when an agent scrolls up during an interaction, to look for some key
information within the transcript, the new messages from customer will appear as notification along
with the count of unread messages. Clicking on the notification should scroll to the bottom of the
interaction screen, as shown below.

RESPONSE TIME : 00:44

How can i help you today
Please share some more details...
Visitor-104017212041
Sure will share the details...
To track the issue we need details...

Visitor—-10401721201

.
41 new message(s Thank you for assisting me...|

T~ AAA B &

TRANSFER
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Clicking on ABacko will t ak esinitidifecusawgas astshoenbelovt | y wher e
This helps Agent to get a preview of the customer's message and decide whether or not to switch
his/her focus.

Okay, can you share the confirmation
details...?

Visitor-1040172120-1

Sure will share the details of confirmation...

Thank you for assisting me...I

ABack

TBD AAA B & B

Copy, Save, or Email Transcripts

Users can copy and pastet he transcript, emai | the transcript to t
the transcript.

Transfer Interaction

Users can transfer the interaction to another queue or to another user.

Create Shortcuts

Configurable shortcuts allow optimizationof[24] 7 Chat application based indivi
requirements. Shortcuts can be used for navigation or accessing functionality within the console, and

shortcuts may include chat acceptance, wrap up, smart responses, navigation, and other

functionalities.

Review the Journey

[24]7 Chat displays information about a visitor's journey in an easy-to-read context panel for users.
Journey-related information can also be generated with a smart command.

Single Password Policy

To address security vulnerabilities, a single password policy has been detailed out by the [24]7.ai
InfoSec team.

The password policies along with their restrictions available for configuration to the client through the
Chat Admin Console are classified into two types:

1 Configurable via Chat Admin Console
1 Configurable at the back-end
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Configurable via Chat Admin Console

The following policies can be configured via Chat Admin Console:

Password Policy

Restriction

Previous Password

Enabled by default.

A password should not be repeat
of passwords.
6nd can be configured to a valu

Password Length

o To| o o I

Enabled by default.

Indicates the length of the password and can be configured to a
value between 8 and 16, if required.

0 Minimum required length of the password: 8 characters
o0 Maximum allowed length of the password: 16 characters

Password Expiry A Enabled by default.
A Indicates number of days after which password expires and has to
be reset.
Password Reset A Enabled by default.
Attempts A Indicates number of password-reset attempts allowed, after which

the account is locked. The number of reset attempts can be
configured to a value between 3 and 5.

Configurable at the back-end

There are a few policies that cannot be configured in Chat Admin Console, but can be configured
using a DB (database) patch that requires restarting of Chat SSO servers.

Password Policy

Restriction

Password Sequence
Check

il

Enabled by default. If enabled,

o] Cannot contain more than three alphabets in sequence. For
example, you can use fiabco, but

o] Cannot contain more than three numbers in sequence. For
example, you can use 11230, but

o] Cannot contain more than three characters in sequence. For
example, you can use figweodo, but

Note: There is no restriction on repeatable characters. For example,
ttttt is a valid password.

One Time Password
(OTP) policy

A Enabled by default

A OTP policy being enabled by default ensures that the user will
be mandated to change the password the first time they log in. This is
to prevent the easy password, set as one time password (OTP) by
the Admin, is not used indefinitely by other users
(Agent/Lead/Admin).

Regex policy

A Disabled by default

A If enabled and assigned a regex, it will mandate that all
passwords created comply with a certain regex. For example,
assigning .*ab.* to regex policy will mandate that all passwords
should have 6abd used in them.

[24]7 .ai, Inc.
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Personally Identifiable
Information Policy

A Disabled by default

A If enabled, the password cannot contain the first or last name,
or the Login ID of the user. For example, if the email address is
john.smith@abc.com, t he password cannot

Dictionary Check

A Disabled by default
A If enabled, the password cannot contain words from the
dictionary setup in the table auth_policy_configs.

Blacklist Check

A Disabled by default

A If enabled, the password cannot contain words from the
blacklist configured for the clients in the table auth_password_list
table.

[24]7 P 1 at f losigmsSfesature provides cutting-edge technology in omnichannel reporting.
Enterprise-grade and premium analytics enable [24]7.ai clients to optimize the customer experience
and provide a single location for all data and insight needs that:

1

=A =4 -4 =4

]

f
f

This informationpr ovi de s

Supports key engagement, revenue, and operational data

Provides In-channel and cross-channel data and analytics

Provides data monitoring and alerting capabilities

Provides actionable results that can be easily interpreted

Helps understand business and maximize the value generated by positive customer

experience

Provides high quality and reliable data that is highly available for business
Provides ability for the users for the most part to self-serve
Is extensible at a low cost of development to setup, run, maintain, and easy to deploy.

visibility into the customer ds

Reporting insights are a valuable tool used to tune the predictive models and provide improved
business outcomes.

The Insights Ul opens to a dashboard of information and options at your fingertips.

[24]

INSIGHTS

Filtered by:

suce

sssssss
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Access

Data and insights are stored in a secure portal. Contact your system administrator for access to
Insights portal.

1 All metrics, dimension, dimension values, and reports are secured on per user or per
user group.

Reports

The reports enable the client to get the big-picture information which provides visibility into multiple
touch points on the customerdés journey. Al reports c
the dashboard (for example, the Chat Funnel Reports, shown below) or downloaded in CSV and

XLSX.

Visitors Visits Events
| Metric Name
7744333
: Metric Name
55466
s Metric Name
34444
) Metric Name
11234
o Metric Name
9956
L Metric Name
6753
' Metric Name
2345
) ‘ Metric Name
953

Reports provide regular insight on Key Performance Indicators (KPIs), including Customer
Satisfaction Scores (CSAT), First Call Resolution (FCR) trending, Customer Effort Scoring, and Soft
Skill Scoring.

Standard reports are provided with detailed drill-down capabilities and are available to [24]7 Chat
users based on access permissions, as shown below.
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| pp—— T 0 SESSSS————
€ L Nmcn HAlemcne | @ |98 Gy Pl B 2-@
[24] L LOBBY CHAT MONITORING HISTORY REPORTS reports auto  Busy
Standard Custom From Date ; 10/21/2013 J To Date : 10/22/2013 J | View Report
frequency : Hourly - Group By © Overal -

Charts

Rows per Page ¢ 25 -
Chat Funnel Report

Button Chat Funnel Report [ [ R of22 b bl I o -

Rules Report
CHAT FUNNEL REPORT (7c.4)
Conversion Report
Conversion Summary Report Date * Hour + Number of Visitors © Number of Hot Loads g N|I[ll|)(!'l ol S s NIJIIIIN-.‘I of lnvites e Number of Invites H Nun
Times Session Fired Shown Acceptod [}
Sales Summary Report 1002112013 0 566 0 ) 0 [) "
1072172013 1 364 0 0 0 0
Se » Level Roport
VN Ty e 1072172013 2 197 0 0 1 [}
Chat Utiization Report 10121/2013 3 129 0 U] 0 0
' 10292013 4 82 0 0 0 0
Chat Transfer Report
£ 102172013 5 99 0 (] 0 0
Customer Survey Report 102112013 6 21 0 0 0 0
107292013 14 384 0 0 0 0
Agent Disposition Report
1072172013 8 736 0 0 0 0
Transaction Report 1021/2013 9 1275 945 5,363 5.300 40
1072172013 10 1,960 1470 8133 7937 ar
Transcript Report
1072172013 " 2080 1.546 8,738 8,553 60

Hierarchy -Based Reporting

[24]7 Chat reporting provides data for teams and queues that are relevant to requesting Lead or

Manager. The queue that an Agent belongs to is detern
configured in the Administration Console. If a user is assigned more than one queue, then the overall

report provides the aggregated number across all queues.

Report Types

Name Description

Agent Disposition Provides the Agentdéds view of the i
Report

Button Chat Funnel Providesastep-by-st ep breakdown of the vis
Report

Chat Funnel Report Providesastep-by-st ep breakdown of the vis

page through the end of the engagement. This report helps assess the
stages that lead to maximum visitor leakage.

Chat Transfer Report Provides the number of sessions transferred between agents.

Chat Utilization Report | Pr ovi des a detailed view of an Age
achieved.
Conversion Report Provides conversion detailsd such as the total number of successful

conversions and the order valued and indicates the nature of the
conversion (In-Session/Cross-Session/Self-Service).

Conversion Summary | Provides a summary of the conversions in volume, ratio, and value terms

Report across the conversion types.

Customer Survey Provides details of the customer feedback in terms of response rates and
Report response details.

Rules Report Provides insight on the success rates for each rule with respect to various

aspects of the funnel (including conversion).
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Report

Sales Summary

Provides information for all assisted and unassisted sales numbers and
the revenue generated by type of interaction initiated with the user. A
view of how each rule or queue performs on the Sales effort is also
available.

Service Level Report

Provides a synopsis of the average amount of time a customer had to wait
in queue before being connected to an Agent.

Transaction Report

Provides a consolidated view of the details available for a particular
transaction and includes information pertaining to visitor journeys,
browser, physical location (IP address), and so forth.

Transcript Report

Provides the chat transcripts for all interactions between Agents and
customers and the survey forms submitted by the customer.

Report Filters

[24]7 Chat supports report filtering based on the following parameters:

Target Population

1 Rule

)l

T Queue
1 Agent
)l

Conversion Type

1 Chat Type (button vs. proactive)

Reports can be set to generate in hourly, daily, weekly, monthly, quarterly, and yearly time

increments.

Exporting Reports

Reports are exported as Excel and PDF files. Additional formats such as HTML may be supported

upon request.

Web APIs for exporting data in CSV or XML formats or custom SFTP drops are also available upon

request.

Custom Reports

Custom reports leverage the same infrastructure and framework as standard reports and are available
in a separate tab under Reports in the [24]7 Chat reporting Ul.

Introducing Accounts in Platform Hierarchy

At [24]7, we have always tried to align our product and platform hierarchies (architecture) in a way
that makes sense for your business. With that in mind, we have introduced a new level in our Platform
Hierarchy: i Account so.

Until now, different Line of businesses (LOBSs) for a single client had to be set-up as multiple clients.
With the introduction of Accounts, you can segregate your different business units, but still allow them

to exi

[24]7 .ai, Inc.

st

under a single 6Client©o.
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Account Account
3 2

You can set-up multiple accounts within a single client, such that each account has its own set of
Users, Queues, Skills, Teams, Reporting and associated configurations.

Since each Account will/l have their own cnt oAdmisres &,
managing Users, Queues, Skills, Teams and configurations related to the Account to which they
belong.

With the introduction of this feature, the Client Configuration tab, as shown below, is now renamed as
Account Configuration tab, as shown in the second figure.

. VAT reser ma 5 ey 143} ASHTE + ACCOUNY TOORNENS FEQUIST 25T
Invite Management Time 10 Fip trae
Pas et s message Passoroed fus been reset uccrsshally

Monitoring Configuration

- N Whieh padad 15000
Mailer Configuration 8
ey Login Timeout Value in Seconds. 120
Message Policy C { SNt trwe
Property Configuration R SO0 S SecOIR) 60000
— LOB Transter PRMOCIENS SN EAFE. NEMO-CIIANt-2e81500,NeMO-Chent-Todems.
Property Validations -
s s Lnabiing 803 Disadiing Federston troe
Smart Commands App AJMIn reports ssuer reports, suge vl
Profanity Filter Configuration o jrind o
- - Enabing AC clisgnastics true
Smart Commands
erabieReenation e
true
tue

test delault nemo user jailesdrest delaull neimo user repoitingl

= 1000000
session Timeout Config DaREpOrtng 409 troe
MOUECINON Curation|in seconds) e
entsuvey enabied troe

Pre InterLOB - Client Configuration
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Post InterLOB -Account Configuration

Some of the configurations have been retained at a client scope and hence will not be available
through the Chat Admin Console.

The following are configurations are available in Account Configuration:

Note: To manage configurations not available under Account Configuration, contact your Account
Manager.

Single Sign -On Integration

[24]7 Chat supports Single Sign-On (SSO) for authentication using SAML 2.0 Authentication
standards. The current SSO configuration supports Identity Provider (IdP) initiated SSO, which
provides easier password management for users and simplifies the management, administration, and
auditing.

Security

The security and compliance framework used by [24]7.ai adopted the Trust Services Principles under
Attestation Service criteria (based on AT-101). The Requirements of various data security standards,
privacy laws, and other regulatory requirements based on operational geographies are also
incorporated.
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